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he fourth generation
(4G) network paradigm has long been
sought. A user-centric
vision for such “always
best connected” next-generation 4G
networks is neighborhood Wireless
Mesh Networks (WMNs). In this
context, the vision for the formation
of WMNs reflects the trade-off between the immediate self-interest of
the user, and the user’s need for social contacts. Notably, users would
be required to pool their resources
in order to support the creation and
operation of the underlying communication network (participating
at all physical, access, and network
layers), but also for the service
provision on top of it. We argue
that the design of communities
suitable for this environment will
encourage users to participate, enable trustworthy network creation,
and provide a social layer, which
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can be exploited in order to design
cross-layer incentive mechanisms
that will further encourage users to
share their resources and cooperate
at lower layers.

The Technology –
User Rules!
4G networks will provide a converged environment for technology
and service provision, and wireless
communications are an essential aspect of this environment. In recent
years different initiatives have tried
to exploit the advances of Wi-Fi
technology to offer ubiquitous Internet access, mostly in the form of free
or commercial wireless hotspots.
However, the cost, which notably is
mainly due to fixed and recurring
costs of the wired infrastructure,
along with Wi-Fi’s relatively small
transmission range, make it difficult to cover wide areas using only
hotspots. Wireless Mesh Networks
(WMNs) provide attractive means
to reduce costs, since only some of
the wireless routers that form the
network must have a direct connection to the Internet. Both university
projects (e.g., M.I.T.’s Roofnet,1 Rice
University’s TAP2) and town initiatives (e.g., Athens Wireless, Paris
Sansfil) have started along these
lines, building city-wide WMNs
with directional antennas (wireless
backhaul networks) offering added
value services and/or free Internet access. Other municipalities
(e.g., Philadelphia, San Francisco)
have also started the deployment
of “Wi-Fi blankets” (Municipality
Wi-Fi), but there is growing criticism as to what extent this is a feasible scenario for the moment, both
economically and technically.3
Nevertheless, such wireless infrastructures can provide connectivity with significantly less cost than
wired solutions in many cases (e.g.,
in remote and secluded areas).
1

http://pdos.csail.mit.edu/roofnet/design/.
http://taps.rice.edu/.
3
See, for example, http://news.com.com/
Cities+deploying+Wi-.
2

This cost issue is not a major factor when exploiting user-owned infrastructure, i.e., the already available home users’ wireless access
points. Interestingly, both research
and commercial efforts exist to enable peer-to-peer communities to
share Internet access through their
wireless access points for mobile
use [1], [2]. Moreover, the existence of numerous wireless access
points in urban areas has brought
closer the wider vision of Nicholas
Negroponte, five years ago, of a
“Wi-Fi ‘lily pads and frogs’ broadband system built by people for the
people” [3], or neighborhood selforganizing WMNs, according to
Microsoft [4]. That is, in addition
to providing a wireless (one-hop)
link towards the Internet, users can
form wireless mesh networks with
their own wireless access points
exploiting the large amount of unutilized connectivity, which could
further facilitate people’s access
to the Internet. However, this is
not WMN’s only potential value:
among many other advantages,
WMNs also can provide additional
network capacity (e.g., for content
distribution or games), enable the
sharing of other resources such as
storage (e.g., for backup services)
and content (file sharing or caching), and offer services to mobile
users and/or peer-to-peer applications. Additionally, WMNs could
also strengthen the social capital4
between people living in the same
neighborhood (and close the gap
between virtual and physical communities) by supporting a large
variety of – possibly novel – social
and collaborative applications.
Finally, WMN deployment
can be seen as an intermediate step towards more general
ad-hoc, user-centric (including
4

Social capital is a core term, which is widely
used and variably defined in social sciences.
We use it in our work to reflect the overall value
generated in a community due to the social activity and networks formed (see [5] and references
therein for a discussion on how the Internet could
affect social capital).
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mobile users) environments. A
user’s physical neighborhood
offers a friendlier environment
for being introduced to this
type of communication (e.g.,
in most cases there are already
many trusted users from real-life
peers). Moreover, investment on
this collaborative communication
can be considered worthwhile,
since their peers will remain for
a long time in their vicinity. So,
neighborhood WMNs could play
an additional role towards the 4G
vision [6] by motivating people
to experience and exploit this
type of communication.
However, interest in forming
a neighborhood wireless network
may depend on the expansion of
the wired Internet. If the wired
Internet is available everywhere
and non-congested, users might
not have an obvious incentive to
participate in a wireless architecture, because even “neighborhood-oriented” services and
communities could be supported
through the Internet. 5 Nevertheless, even in this extreme case,
neighborhood WMNs have a specific value, obviously related to
privacy and trust issues, but other
factors are relevant as well as we
present in the following.
An important differentiating
feature of neighborhood WMNs
compared to the wired Internet is
the need for users to actually contribute to their creation and operation. This means that incentives
– explicit or implicit – should be
in place in order for users to participate and share their resources.
Interestingly, the existence of such
incentives would then provide the
means for supporting valuable
community-oriented applications,
which would increase the value of
the network itself and thus further
encourage users to participate and
cooperate.

5

E.g., http://www.local2me.com/ or http://www.
i-neighbors.org/.
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One way to define an incentive
behavior is to consider it as a system
rule, whose goal is to influence
participating agents to behave.
Need for Cooperation
at Different Layers
In our vision, a user participating in a neighborhood WMN is a
node at different layers of the system architecture (physical, access,
network, application, and social),
as depicted in Fig. 1. At the physical and network layers, terminals
are usually assumed to comply
with a predetermined protocol that
prevents them from antagonizing
and pursuing their own benefit in
an autonomic fashion. In certain
cases though, the interaction has
a game theoretic nature and desirable behaviors emerge in the context of an antagonistic framework
[7], [8]. Power control is such an
example. If energy consumption is
not an issue (as in our case), then it
is hard to discourage the terminals
from using maximum transmission
power as they seek better link quality and more bandwidth, in which
case they may cause diminished bit

rates for everybody else due to excessive interference.
At the network layer there is an
even clearer need for to cooperation, and for incentives to promote
that cooperation. In a WMN, users’ available bandwidth will be
reduced if they forward packets
belonging to other nodes. This is a
traditional problem in mobile adhoc networks (facing stringent resource constraints), which has led
to significant research work regarding the provision of suitable and
trustable incentives for cooperation
(see [9]-[11] among many others).
At another level, users participating in a peer-to-peer application (such as file sharing, backup
services, or grid computing) need
to contribute additional resources
(e.g., content, storage, CPU cycles,
etc.). But, ideally, they would prefer “free riding” on the contributions of their peers by consuming
available resources and services

Social
Selfish
or
Altruistic?

Application
(Resource Sharing)
Network
Access
Physical

Fig. 1. The different layers of required user cooperation.
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without contributing themselves
[12]. Similar behavior (called
“lurking”) arises also in the case
of on-line communities where users’ active participation is of critical importance.
Moreover, additional incentive
issues arise when users should contribute themselves to the implementation of the required management
functionality at different layers
(e.g., build routing tables or reply to
service queries). Clearly, the need
to take all these different decisions
and potential selfish strategies into
account makes the design of suitable incentive mechanisms a very
challenging task, which would lead
to a conceptually complicated game
theory problem. Finally, relying on
the limited skills of normal users
for tampering the software is not
safe, since hacked versions could
be made easily available in the Internet. This means that, even if a
suitable protocol was implemented
in the corresponding software (e.g.,
in the case of power control), incentives to steer users to follow this
protocol would still be necessary.

Incentive Mechanisms and
the Human Perspective
One way to define an incentive
mechanism is to consider it as a system rule, whose goal is to influence
participating agents to behave in a
certain manner, by rewarding (or
punishing) them according to their
actions. For example, in a traditional market, a price is a monetary
reward for production and a punishment (a charge) for consumption.
The designer’s task is then to decide
on the mechanism to compute and
set “prices appropriately” in order to
reach a specific goal.
The two most common objectives considered in economics are
social welfare maximization (also
called economic efficiency) and
fairness. The social welfare maximization approach considers two
user metrics (namely utility and
cost for consuming and contributing resources, respectively), which
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Table I
Incentive Mechanisms for Resource Provisioning
Mechanism

Incentives

Users’ decisions

Pricing

Charges/payments for
consumption/contibution

Level of consumption and/or contribution

Entry Fees

Fixed contribution, fair
resource allocation

Participate or not

Reciprocity

Consumption=contribution

Level of consumption

Reputation

Resource allocation based on
past behaviour

Level of contribution Quality of Experience

are in general private information.
It aims at maximizing the total
utility minus the total cost, assuming participation is rational (i.e.,
agents seek to maximize their own
net benefit). On the other hand, the
fairness approach treats all agents
equally either by principle, or by
acknowledging the inability to convey more information.
Although the choice between
these two objectives is controversial across several disciplines such
as political philosophy, sociology,
and economics, the selection of a
certain approach is not always due
to economic considerations. For example, the complexity of computing
optimal prices in many economic
problems and/or obtaining the required information, the difficulty
of implementing micro-payments,
and the mental burden that they
may require, are some reasons why
pricing mechanisms proposed in
the literature for addressing many
of the aforementioned problems
(e.g., [9], [11]) are not deployed in
practice despite their nice theoretical properties.
As a result, alternative “fair”
solutions are usually favored, such
as simple fixed contributions [2]
or reciprocity [12]. For example,
reciprocity dictates that all users
should contribute the same amount
of resources they consume. But
although this is a theoretically
simple incentive mechanism, its
enforcement is not trivial in a distributed environment, since it requires the existence of some kind
of virtual currency, except in few

cases where a direct exchange of
resources is possible (e.g., BitTorrent). Nevertheless, it still puts a
significant mental burden on users,
and can discourage altruistic behavior, which, according to current
practice, seems to play an important role in the context of peer-topeer (p2p) applications.
Acknowledging the above issues, reputation mechanisms [14],
originally introduced in distributed
marketplaces (such as eBay), have
been considered promising incentive mechanisms in the context of
all types of p2p applications providing a more qualitative (than
quantitative) way to reward/punish
good/bad behavior. More specifically, a user’s reputation could be
seen as a way to aggregate her past
behavior into a single value. This
value is in general a function of the
individual users’ ratings based on
the corresponding user’s observed
behavior. Then rewarding users
with high reputations (e.g., giving
them priority) and/or punishing
those with low reputation (e.g., denying service to them) would ideally provide them with the suitable
incentives to maintain high values
of reputation and thus behave correctly. An important issue is the
reliability of the reputation values:
these values have to be computed
correctly (i.e., based on truthful
ratings). This is a challenging problem when users may easily create a
new identity/pseudonym and when
information regarding the effort exerted by a user as a function of the
outcome of a transaction6 is hid-
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den. This fact and the freedom in
defining rewards and punishments
increase the difficulty in formally
evaluating the outcome of a specific mechanism. This may explain
why such a plethora of reputation
mechanisms have been proposed in
the literature [15].
The mechanisms discussed so
far (and summarized in Table I)
assume that humans behave rationally, which is actually highly
debatable. There are many cases
where people seem to actually
contribute “for free” (e.g., in p2p
file sharing applications some
peers provide a huge amount of
content although no explicit incentive mechanisms exist), or at least,
their reward is not apparent if considering only typical economic assets. The main motivation for such
an “altruistic” behavior could be
inherent or rely on subtler motivations related to long-term rewards
[16] or immaterial ones such as the
feelings of self-esteem, happiness,
affection, etc. The latter require a
social environment in order to be
generated. The community spirit,
the feeling of influence and/or importance, social status, and shared
emotional connections are some of
the aspects of social life that can
play a positive role towards this
end (see [17] for a well established
theory on the Sense Of Community concept).
6

E.g., in an ad-hoc network, when a packet does
not reach its destination it is not straightforward
for the sender to decide which intermediate node
was responsible for this failure.
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Users’ available bandwith will be
reduced if they forward packets
belonging to other nodes.

However, unlike human societies, in on-line environments,
social interactions are restricted
by the human-computer interface.
Recently, the term social software
has become established to describe
the functionality implemented for
supporting the operation of an online community. Many successful
on-line communities owe their
success to clever details incorporated in their software to reward
cooperative behavior (see [18]
and references therein). The way
people interact with each other
and create relationships, how they
represent themselves, the feedback
they receive concerning their popularity and activity, the elasticity
in deciding which part of their activity is public or private are some
of the crucial design choices in
this context.
We propose the provision of
such social incentive mechanisms
encoded in the definition of suitable community rules and the
corresponding social software
in order to encourage people to
share resources and services. The
stronger the community ties, the
less strict the corresponding incentive mechanisms need to be
at the resource level. This is the
cornerstone of our neighborhood
WMN concept. But even when
explicit rules are required, the
existence of a community will
create a suitable environment
for providing additional social
rewards related explicitly to resource sharing (see “Cooperation
and Resource Provisioning” section), fundamentally cross-layer
incentive mechanisms.
Interestingly, new sociological
and psychological aspects arise due
to the technologically enhanced
52
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social image of a user participating in our neighborhood communities. And specific research
should be carried out in order to
understand in depth how people’s
behavior would be affected in this
new social and technological environment. Such a study is out of the
scope of this article. In our work we
identify the need to include the social layer in the provision of incentives at the lower ones and describe
the required interactions between
them. Further multi-disciplinary
work is required in order to design
specific mechanisms. In the following, before analyzing in more
depth our cross-layer approach,
we propose some basic characteristics of community building over
neighborhood WMNs (prioritizing them according to their independence from the future evolution of telecommunications) and
a corresponding network creation
procedure, which is critical for the
bootstrapping of the system.

User Participation
The most important differentiating
characteristic of wireless neighborhood communities, when compared
to Internet communities, is the de
facto physical proximity between
participants. This property may
be exploited by applications; in
the case of social applications, for
example, physical proximity adds
value to potential acquaintances
thanks to the ability to transfer
them into the real world as well, but
also thanks to the increased level of
trust and intimacy between people
living in the same neighborhood.
However, trust is not obviously
granted even for people living in
the same neighborhood and privacy
issues still exist. We could say that

privacy is related to the reluctance
to disclose personal information to
others, and lack of trust to the reluctance to interact with others (either because of disagreements with
their actions or because of the perceived level of their commitment
and contribution). Interestingly, in
the context of on-line communities, two different concerns exist
regarding privacy: personal information stored in central databases
of companies vs. personal information traveling “in the air.” For the
former, the self-organizing and
distributed nature of the neighborhood WMN approach provides an
attractive solution since it does not
require central databases, while for
the latter it is always possible to
use secured communications with
trusted people.
Concerning trust, neighborhood
WMNs provide a realistic environment for the deployment of reputation-based mechanisms since relations are long-lived (compared to
the highly dynamic nature of adhoc networks where it is not easy
to build trust –“there is not enough
time”). The potentially available
location information could further
assist towards strengthening the
notion of identity, and thus make
reputation mechanisms less vulnerable to whitewashing and Sybil
attacks [19], [20]. Additionally,
there is an existing social context,
which should be exploited towards
this end (e.g., in our environment
people could know each other
from real life or physical meetings arranged through the on-line
neighborhood communities). This
trust information would provide
the means for users to discriminate between different community
members. They could, for example, enforce different encryption
policies in different sub-communities in order to protect their privacy (e.g., encrypting the content
exchanged with trusted members),
but also minimize their personal
risk (e.g., by forbidding encrypted
traffic of non-trusted users to pass
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their internet connection and
possibly participate without their
will in illegal actions). We elaborate more on these issues in the
next section.
Note also that self-organization, besides its practical benefits, could also offer an important
psychological advantage compared to centrally-managed solutions, since it could be seen as a
“natural” extension of everyday
social interactions, retaining the
feeling of independence. In addition to its psychological effect,
this independence could also be
materialized in the communities design itself. In particular,
users have the ability to configure the community forming and
management functionality to suit
their own needs. For example,
they are free to implement effective and cost-efficient solutions
to various challenging networking problems such as security
support, spectrum management,
or mobility. In this latter case,
they could enjoy free mobile access in their neighborhood (e.g.
for Internet or other services).
In addition to these general
characteristics, a number of specific services and/or applications
offered by existing on-line communities in the Internet could
provide additional motivations
for participation. Moreover, local
services could be devised exploiting the de facto physical proximity between users, such as the
management of real life neighborhood activities (e.g., decision
making, organizational activities,
announcements, etc.), games, socializing, and security support
(e.g., supervision of both the digital and the geographic neighborhood).
Finally, we should stress that
building communities over a
neighborhood WMN could be
seen also as a goal for 4G networking (rather than the means),
since the value they provide may
be significant (especially nowa-

days when virtual interactions
have started threatening the
physical ones). The fact that users themselves will have to support their communities should be
exploited in order to strengthen
their relationships and community spirit, rather than be seen only
as a vision that could be reached
through incentive mechanisms.

Network Creation
The first step towards community
building in the neighborhood is the
creation of the underlying wireless
network. That is, the nodes should
create links with their neighboring
nodes and define their “next-hops”
to forward queries or to reach specific destinations. Of course, in
this context the notion of a link is
artificial due to the broadcast nature of the medium; the creation of
these links actually corresponds
to an agreement between involved
parties to use the same media access rules and participate in the
same network. These agreements
would be part of the community
doctrine [21], together with the
definitions of the different possible member roles, the membership
rules and requirements, the incentive mechanisms, and the privacy
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Trust Group A
Trust Group B
Non-trusted User

or security parameters.
Ideally, routing tables should
be created automatically according to network performance criteria. However, users might sometimes be reluctant to allow any
link to be formed mainly because
of associated costs and/or trust
and privacy issues. In our approach, trust is built at the community level, and the system will
automatically handle the required
interactions at the network layer
to set the “already trusted” community members as a network on
itself. In this case, when network
creation is treated as an inherent
part of a community’s activity, the
creation of a link corresponds to
a community “join” and is subject
to the doctrine set by each community (e.g., certain communities
could define geographical boundaries, or a minimum amount of
resource contribution, or require
an invitation from a member).
Additionally, such links could
belong to different types (e.g.,
“testing,” “trusted”) and have a
differentiated treatment (see Fig.
2). Different treatments could
correspond to different levels of
trust (enforced through the exchange of cryptographic keys),

Access to Encrypted Information
No Access
Routing Info
Data

Fig. 2. Different types of links depending on the level of trust.
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Different treatments could
correspond to different
levels of trust.

different behavior in case of congestion (i.e., priority given to the
more trusted ones) or in terms of
propagation of service queries.
It will be beneficial for users to
be part of trusted links, and the
cross-layer approach to incentives
will also promote appropriate behavior at higher levels. Moreover,
this approach would ensure the
maximum possible connectivity without making sacrifices in
terms of trust, and could additionally provide the suitable incentives for users to behave according to the community doctrine
at the social level. Thus, under
this community-aware network
creation, a zero-level community
would be implicitly created with
some standard functionality. On
top of this, the community will
be allowed to freely create their
sub-communities with their own
doctrines (in the same way flickr
and myspace, for example, enable
users to create their own groups

Visibility
Status
Social

with their specific participation
and operation rules). This approach provides significant flexibility to users concerning the
trade-off between privacy and
accountability and that between
trust/security and connectivity.
However, there is always a compromise to be made towards this
end, which in our case is related
to the default trust level assigned
to unknown zero-level community members.
The overall created network
would finally be a WMN. This
could potentially lead to distributed or hierarchical solutions (based on the concept of
super-peers [22]), depending on
the environment. In some cases
(e.g., wireless access points
provided by a municipality),
the use of some centrally managed elements could even be assumed. Hierarchical solutions
are particularly attractive, since
they simplify community man-

Acknowledgement
Privileges

Relationships/Trust

Resource Sharing

Punishment

Application
Packet Sharing
Network

Reciprocity
Media Access

Physical & Access

Fig. 3. Cross-layer incentive mechanisms.
54

|

Reward

agement and although there is a
cost for super-peers, many users
could agree to play this role (as
current practice shows). This is
in many cases due to altruistic
motivations, but also to more
practical benefits such as higher resilience to network events,
faster information retrieval, access to better services and resources. In any case, providing
additional explicit social incentives (e.g., visibility or acknowledgement) to users becoming super-peers would further ensure
their existence. Additionally,
one could also exploit the natural structure created inside communities and define meaningful
dependencies between the roles
formed as a consequence of social activities and interactions,
and those assigned to users for
the network (and/or application)
management functionality.

Cooperation and
Resource Provisioning
We will now provide some insights on how to link the social
activity of users together with
the required cooperation and resource provisioning at the lower
layers (the main interactions
between the different layers are
summarized in Fig. 3). The new
dimensions in our context compared to existing work for online communities [18] are the
following: a) users contribute in
the creation of a communication
network with their own devices,
b) their natural ability to selforganize, and c) the de facto
proximity between them. The
characteristics of this new environment can be exploited and
incorporated in the system in
order to support the envisioned
neighborhood communities. Our
goal here is not to propose specific solutions...but to define a
framework for future research
on the very interesting social,
economic, and technological aspects that appear in this context
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and, most importantly, on their
interdependencies.
Physical and Access Layer
For this layer, there are ongoing research efforts to build
efficient cooperative protocols
[7], [8]. Based on these protocols one should devise ways to
detect deviations from the encoded behavior. Then, when
such a deviation is detected by
the neighboring nodes it should
be considered misbehavior and
the user should be punished
through an appropriate change
of the status of the corresponding links as described above.
In addition, specific social punishments could be used to further
discourage misbehavior. Such
punishments can harm explicitly
one’s social image (e.g., by means
of a public “black list” or warning messages). Alternatively, they
could affect the privileges and/
or position of a user in the community (e.g., limit her ability to
browse the complete graph of her
social network).
Although physical proximity
and long-lived relationships imply that users need to rely on each
other, and punishments as “node
isolation” will be quite effective, at
the same time they can discourage
participation. However, since cooperative behavior is encoded in the
corresponding protocols, deviation
from it cannot be but intentional
(e.g., downloading a hacked version of the protocol). In contrast,
for higher layer resources, rewards
are used instead of punishments
(see also Fig. 3).
Network Layer
At the network layer, the main
service is packet forwarding.
Reciprocity mechanisms seem to
require users to serve the same
amount of traffic as the one they
insert in the network. However,
users have incomplete information concerning the nodes which
forward their packets more than

Freedom should be given to
communities to self organize.
one hop away, which makes the
enforcement of such a mechanism
difficult to implement. Another
problem with this approach is that
nodes at the edge of the network
will not be able to accumulate the
necessary “credit,” in order to
satisfy their needs. A cross-layer approach can give chances to
these edge nodes to provide other
kinds of services in exchange, belonging possibly to different layers and ideally not depending on
the network to be provided (e.g.,
original content, local services
such as Internet access to mobile
users, etc.). So, a user’s contributions at the application layer can
provide him with network services, like packet forwarding or
connectivity (e.g., when mobile)
or the opposite.
An alternative approach is to
give social incentives; in this
case, it is important for such
incentives to be positive rather
than negative since we wish
to encourage resource sharing
rather than detect and punish
misbehavior. This choice of perspective could play an important
psychological role [23]. In this
sense, users should be rewarded
(instead of punished) according
to their contribution in terms of
social image and position in the
community. But their quality as
members of a social community is not necessarily correlated
with their resource contributions
at the network layer. This means
that users should have a distinct
status or reputation related to
their behavior at the network
layer. To this end, we propose
the introduction of a new type of
social relationship “my network
neighbor” (and “my neighborhood community”), which will
be valid only between physically connected users, and re-
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quired for network setup. Then,
additional incentives concerning the per-usage contributions
could be applied in the context
of these communities.
Application Layer
At this layer, depending on the
application, users could be required to contribute different
types of resources and/or services (from storage space or CPU
cycles to Internet access or expertise). Thus, as in the case of
the network layer, the ability of
users to exchange different types
of resources would increase the
efficiency of the system [24].
Additionally, social incentives
are again an attractive means to
reward resource provision, treating it as a positive act.
The only difference for both
approaches would be that now
the interactions are not limited
by the network topology (but they
depend on it). Moreover, specific
solutions are even more dependent on the specific environment
and the corresponding resources
entailed. As a result, freedom
should be given to communities
to self-organize and configure
the corresponding mechanisms to
suit their own needs.
Social layer
As proposed above, the social layer
could play the role of a punishing/
rewarding framework for encouraging the desirable behavior of users
at the lower layers. However, additional incentive issues arise for
the behavior of users at the social
layer itself. To this end, all standard
mechanisms discussed in the context of social software [18] apply.
But, additionally, one should exploit
the specific environment, especially
for the design of the zero-level community, in order to further increase
|
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their effectiveness. For example,
the ability of users to physically
meet should be taken into account and possibly formalized in
the software design (e.g., provide
the means to organize physical
meetings, account for and reward the participation of users in
these meetings, etc.). This ability should also be exploited to
promote socializing, which is an
important value generator in this
context (e.g., socializing games
exploiting the physical network
topology such as random walks
and visits in the neighborhood).
Additionally, the fact that
people share their own resources,
contributing to the community’s
operation, should be incorporated into the community’s interface and social interactions. This
fact could further strengthen the
community spirit creating feelings of solidarity and independence towards the wired Internet
infrastructure.
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the necessary information to ensure that the underlying network
is formed among trusted and interested users. To this end, crosslayer incentive mechanisms are
nevertheless required, using either reward or punishment strategies at different levels, reflecting
the current user (node) behavior
towards the community.
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